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ROBUST. HIGH PERFORMENACE

ULTIMATE FORENSIC TOOLKIT

SOFTWARE WITH EXCELLENT CAPABILITIES

Ideal for Law Enforcement, Digital Forensic Labs & Govt. Agencies

Powerful Forensic Toolkit to Acquire, Examine and Recover Data
Stellar Forensic Toolkit is a powerful all-in-one solution designed for end-to-end digital investigations. It integrates Stellar’s 
core software modules to enable evidence acquisition, analysis, and data recovery across Windows®, macOS®, and Linux® 
platforms. Additional capabilities include data extraction from iPhone® and Android® devices, Windows backups (Tivoli®, 
Symantec®, Veritas®, HP® Data Protector etc.) acquired during evidence seizure, remote imaging, hash verification, Windows 
password recovery, and secure data erasure.

Forensic acquisition and extraction of digital evidence.
Advanced mobile data extraction (iPhone® and Android®).
Legally admissible forensic reports with hash validation.

 

Forensic Data Backup Extraction
Examine and recover data from seized Windows backup files 
without needing the original software. The toolkit also recovers 
all data for forensic analysis from inaccessible or corrupt files, 
ensuring complete content restoration.

File Search & Tagging
Forensic toolkit offers intelligent file tagging and categorization 
based on properties and photo source DNA. It also includes 
powerful keyword searching for quick retrieval of relevant files.

Investigate Existing Digital Artifacts
Seamlessly loads and analyzes acquired disk images, memory 
dumps, and other digital evidence. It supports a wide range of 
industry-standard image formats, including EX01, E01, BIN, DD, 
AFF4-L, AFF, ZIP, and TAR.

Evidence Acquisition
Create forensic image from both logical volumes and physical 
drives locally or over a remote connection. It supports E01, DD, 
normal, compressed, fragmented, and fragmented-compressed 
image file formats.

Password Recovery
Reset login password form seized computers, laptops and 
servers. The Password Recovery for Windows tool supports both 
BIOS and UEFI boot modes.

Intuitive Hash Validation 
Support for MD4, MD5, SHA256, SHA512, Keccak_256, and 
Keccak_512 hash algorithms allows for dynamic hash generation 
in an easy-to-navigate HTML view, speeding up forensic analysis.

TECHNOLOGY PROUDLY 
DEVELOPED IN INDIA

Storage Devices Supported

Laptop External Drive

Phone USB

Testimonial

Sr. Director/Scientist 'G'
Ministry of Electronics and Information Technology

“Stellar Data Recovery Services possess 
the technical expertise in data recovery, 
which was immensely experienced by the 
undersigned during the data loss from 
SSD drive.”

Desktop
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NAS Box



Online Version
Requires internet access for activation and usage.
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AWARDS RECEIVED

120+
YEARS OF EXCELLENCE

30+
R&D ENGINEERS

100+
PARTNERS

8000+
HAPPY CUSTOMERS

3M+
COUNTRIES

190+

WHY CHOOSE STELLAR?

TECHNOLOGY YOU CAN TRUST
Data Care Experts since 1993.

+91 935 045 3636 www.stellarinfo.co.inGEM@stellarinfo.com

SYSTEM REQUIREMENTS 

Processor
Intel-compatible (x64)

Hard Disk
500 MB for installation files

Memory
32 GB minimum

Operating System
Windows 11 & 10

PRODUCT DELIVERY

Offline Edition
Stellar forensic toolkit is delivered with a USB 
hardware lock for secure, standalone use that 
can function without Internet connectivity.

PRODUCT FEATURES

Acquire, examine and recover data from Laptop, Desktop, External Drive, USB Drive

Support for Virtual machine recovery and RAID Server

Mount, recover and analyze forensic disk image

Supported File System: FAT, exFAT, NTFS, HFS, HFS+, APFS, EXT2, EXT3, EXT4, BTRFS

Examine and analyze mobile artifacts

Forensic data recovery for iPhone® and Android® phone

Recover deleted video, audio and photo

Support for all iOS devices & backups

Support IBM Tivoli®, Symantec® BKF, Symantec NetBackup, Veritas® BKF, Brew® Backup, Arcserve® Backup

Extract Data from Native Windows Backup files

Support VHDX, BKF, ZIP, FD

Securely erase data from HDD, SSD and loose drive

Support 26+ International standard of wiping including NIST 800-88, DoD 5220.22-M, IEEE 2883:2022

Tested, approved & certified by NIST, Common Criteria, ADISA 

Generate report and certificate of data eraser

Category Features

Computer 
Forensics

Mobile 
Forensics

Backup 
Forensics

Data 
Wiping

“Stellar is a trusted technology partner of 
DITAC Mohali for all our needs in Data Recovery 
and Digital Forensics.”

State Cyber Crime Division, Punjab
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“Stellar Information Technology Pvt. Ltd. is a 
trusted technology partner of FSL Tripura and 
a recognized industry leader in data recovery, 
digital forensics software & surveillance analytics.”

FSL, Tripura
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